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C2-SENSE
Interoperability Profiles for Command/Control Systems and Sensor Systems in 

Emergency Management

• C2-SENSE Objectives (overall)

• Interoperability & Collaboration & Organization

• Micro Scenarios and Testing (approach and verification)

• Web-based platform (to support, monitor, trace 

requirements and testing)

• Summary



C2-SENSE Objectives 
Interoperability Profiles for Command/Control Systems and Sensor Systems in 

Emergency Management

• Develop a profile based Emergency Interoperability 

Framework by the use of existing standards and 

semantically enriched Web services to expose the 

functionalities of C2 Systems, Sensor Systems and other 

emergency/crisis management systems

• Interoperability framework for heterogeneous networks 

composed of sensors and control centers via protocol 

profiles for crisis management and service oriented 

architecture 

• Common operational picture of the crisis situation and the 

support of collaboration for joint decision making



C2-SENSE Framework
Interoperability Profiles for Command/Control Systems and Sensor Systems in 

Emergency Management

DISASTER AND EMERGENCY

MANAGEMENT

INTEROPERABILITY

PROFILES

SENSOR AND DATA

INTEGRATION

STANDARDS



C2-SENSE Framework
Interoperability Profiles for Command/Control Systems and Sensor Systems in 

Emergency Management

Workflows reflected in many different 

Micro-Scenarios

Workflows are defined and stored so-

called Profiles

Micro-Scenarios reflect specific tasks to 

be executed ( specialized profiles)

TESTING of Micro-Scenarios (exe. of 

functional and integration test) 

ReDo-Replay-Improve



• Currently  no IT tool support!

• During an emergency situation, 

currently all information are 

managed through telephone 

communications (mainly), email, 

radio and fax machines that are 

simultaneously collected by involved 

stakeholders; leads to huge 

challenge and  considerable 

difficulties in managing all the 

diverse and heterogeneous 

information. 

Criticalities



• Pilot Application Scenario –

three main functionality …

• Data Sharing 

• Notification management

• Communication 

management 

• ….to be tested 

Pilot Application Functions



Pilot Application Organizations

• Prefecture

• Coordination, Emergency 

management, Decision 

making on higher level

• Province of Foggia

• Governance of local 

authorities

• Municipality<->Province

• Civil Protection

• Local “integrated regional 

control room” for the Apulia 

region

• Voluntary Organization

• To carry out specific tasks

• Fire Army/Brigade

• Notification, Alarming



C2-SENSE Pilot Application Environment



Pilot Scenario & Test Area

17.05.2017 10



Test phases and procedures

At the end of the deployment phase of the Pilot Application, the C2-SENSE system 

will be tested in order to demonstrate the effectiveness and feasibility of the project. 

In particular: 

• In Phase 0 the C2-SENSE system is configured and made ready to be used in an 

emergency situation. In this phase, the Emergency Interoperability Profiles will be 

created. 

• Phase 1 is located between before and during emergency situations. It can be re-

garded as a transition phase. In this phase, the generic Emergency 

Interoperability Profiles will be specialized for the Apulia region according to 

organizational structure and emergency procedures of this region. 

• In Phase 2 the C2-SENSE system is used in a real life emergency situation, e.g. 

flood in Apulia region. The profiles specialized for Apulia region will be executed 

through Profile Execution Engine. Execution of the specialized profiles means that 

organizations taking part in the emergency plan of Apulia region will exchange 

information among themselves according to the specifications in the profiles. C2-

SENSE system will control, monitor and track these operations and display the 

progress through Profile Monitoring Tool.



Flooding Scenario (1)

The Situation: During the first day, the Pilot Scenario describes what are the 

institutions involved in the “Forecasting Phase” and what are the documents 

produced. 

In particular:

• The National Weather Service (CFN) announces bad weather conditions for the 

next 24-36 hours; 

• The Regional Functional Center (CFD) issues a Bulletin about the regional 

criticality.

• The manager of the Regional Civil Protection publishes and sends an alert 

message to Prefectures, Municipalities, and other organization as far as they are 

concerned. 



Flooding Scenario (2)

For the second day, the Pilot Scenario describes what happens during the flooding 

along the Fortore River, and the institutions and organizations involved including their 

roles and responsibilities. 

In particular:

• CFD (Regional Functional Center) follows the evolution of the situation through 

the regional monitoring network installed in the territory (monitoring and 

surveillance activities).

• SOIR ensures emergency operations and H24 service to update the information 

related to the activities carried out, the type and amount of resources needed. 

• The Prefecture opens its Assistance Coordination Center (CCS) at the provincial 

level with the presence of Healthcare Service, Police Department, Fire Brigade, 

Red Cross, etc.

• Municipalities, the responsible body in their territory, activate its own emergency 

procedures and keep in contact with the voluntary organizations and other 

involved organizations.

The events described in the Pilot Scenario are grouped into micro-scenarios (MS1-

10). 



Micro-Scenarios

Are used to describe in detail the interactions between two or more involved end-

users.

In particular: 

• which are the triggering systems, 

• which are the target systems, 

• what has to be tested, and what the positive/negative evaluation criteria are. 



Micro-Scenarios

MS01-MS10 (verifying the main functions of data sharing, notification and 

communication)

• Sensor value display

• Ad-hoc sensor adding

• COC Opening (Municipality Emergency Control Room)

• Volunteers involvement

• Risk detection

• Internal Civil Protection communication

• Closure of main roads

• Alert messages

• Fire Brigade involvement



Pilot Test Scenario MS01-Sensor values display
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The Situation: 

Decentralized Functional Centre (CFD) wants to show all the regional official sensors 

connected. They activate 'Emergency Map Tool (EMT)' and start the sensor data 

acquisition. The Emergency Map Tool acquires sensor data using the C2-SENSE 

system and displays them on the map. In this case all existing sensor networks are 

connected directly to C2-SENSE.

ActOnline is a tool used for events and communications management during an emergency event. It is used by 

Civil Protection and municipalities.

TRBOnet is a tool installed on radio device used by volunteers in the Province of Foggia



Pilot Test Scenario MS02-Ad-hoc Sensor adding
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The Situation: 

Decentralized Functional Centre (CFD) decides to put additional sensor(s) in the field. They 

use the ActOnline (AOL) application to ask a volunteer organization to install (an) ad-hoc 

sensor(s) and activate them. ActOnline adapter catches this request and forwards it to the 

Enterprise Service Bus (ESB), further on another service catches it on ESB and forwards it 

to volunteers using TRBOnet application. Sensors are connected to the IP based gateway. 

They communicate with C2-SENSE using mobile phone network. Once activated, the 

sensor(s) immediately start sending data, and the data becomes visible in Emergency Map 

Tool.

ActOnline is a tool used for events and communications management during an emergency event. It is used by Civil 

Protection and municipalities.

TRBOnet is a tool installed on radio device used by volunteers in the Province of Foggia. 



Pilot Test Scenario MS05-Risk detection
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The Situation: 

Volunteers of Foggia report a dangerous flooding situation to the Municipality 

Emergency Operating Room (COC) using TRBOnet radio devices. The COC informs 

the SOIR (Regional Civil Protection Operating Room about the evolving situation 

(ActOnLine of COC sends a reply message to SOIR). SOIR reads the message and 

using its ActOnLine (AOL) that sends a 'read notification' to the COC.



Micro-Scenario and Test

https://service.ait.ac.at/c2-sense/microscenarios

https://service.ait.ac.at/c2-sense/content/integration-

scenarios

ONLINE View

https://service.ait.ac.at/c2-sense/microscenarios
https://service.ait.ac.at/c2-sense/content/integration-scenarios


Integration Scenarios and Test 

THANK YOU



Integration Scenarios and Test

THANK YOU



C2-SENSE Objectives 
Interoperability Profiles for Command/Control Systems and Sensor Systems in 

Emergency Management

Link to the scenarios:

https://service.ait.ac.at/c2-sense/microscenarios

https://service.ait.ac.at/c2-sense/content/integration-

scenarios

https://service.ait.ac.at/c2-sense/microscenarios
https://service.ait.ac.at/c2-sense/content/integration-scenarios


Summary

Micro Scenarios are a good approach within complex systems to prepare 

• Workflows together and 

• To do  step by step tests and verifications with the  end users.

• Easier to understand and to verify from both sides (technicians and end-users)

• Easy to document on the online repository – getting a pretty good overview about 

all the related (user and technical) requirements up-to the different use-cases and 

involved tools and scenarios.
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C2-SENSE Objectives 
Interoperability Profiles for Command/Control Systems and Sensor Systems in 

Emergency Management

THANK YOU
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Partners



Emergency Maps Tool with a map and two table views, one 

configured as a command log, the other as a table of the currently 

active alerts.  Internationalization 
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Pilot Organizations
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SMT Limitchecker



Partners



Outcomes and future use

PROFILES

SENSOR 

INTEGRATION

INTERNATIONAL

INTEROPERABILITY

Interoperability based on profiling

Communication and Business logic 

based on profiling

STANDARDS

Designed for international use

Designed for international collaboration

Use of OGC, RDF/OWL, EXDL Standards

Floods affecting neighboring countries.

Effective communication, tasking, and resource

Management across borders.

Use of ANYSEN for sensor integration 

and management

Sensor Interoperability and Data 

Homogeneity

Integration of Social Media elements

Geodata and visualization as core in Emergency 

Management.

Implementation of standards very crucial for 

future projects and the interoperability for 

sensors, emergency systems, communication.

Standards as the base for current

and future interoperability.

Social media non-avoidable part of 

(future) Emergency Management.

GIS, Maps, Sensor Management Tools

developing based on Standards

Interoperability based on emergency type, 

data, users and actors.

Effective communication: “who talks to who?”.


